Quick Reference Guide – Submitting Digital Signature Certificate

and List of Signers

Version 02/10/2011

Procedure for Digital Signatures using Adobe Acrobat Pro for Change Orders and other allowed documentation.

MoDOT users

A person may be designated to execute the digital signature on a document on behalf of the authorized user.

Each user will create his/her own digital signature using Adobe Acrobat Pro (NOTE: Adobe Acrobat Reader will NOT work for this.).  This will be done concurrent with the first “signing” of a document.  The user will then e-mail a copy of the digital signature file to MoDOT Construction and Materials (ReDEV@modot.mo.gov) where it will be stored in:

V:\Digital Signatures\MoDOT FDF files 

To submit the Digital ID, the user will open Adobe Acrobat Pro and navigate Advanced – Security Settings  (NOTE:  these instructions are for Adobe Acrobat Pro 7.0, other versions of Adobe may be different but this function will be available.)
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The user then clicks on his/her name (the blue row in the image above) and selects Export Certificate (
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)

NOTE: If you are using Terminal Services – Remote Desktop for this part of the process you cannot use the “Email the data to someone option”, shown below.  You will need to select “Save the data to a file”.  When you click Next, you will designate a location to store the file.  Make note of that location, then use Lotus Notes to create email to submit the file to HQ, and use the “attach” feature of Lotus Notes in order to include the file.  If you are not using Terminal Services, continue on as indicated below.
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The user selects 
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 and clicks 
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The user then clicks 
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.  It is NOT necessary to fill in the To: line.  The system will transfer you to your email system and you can send the email to ReDEV@modot.mo.gov (or redev, for MoDOT internal email.)

When a “designated” user is signing on behalf of the “authorized” user:

1)  The image associated with the designated user’s digital ID will be the signature of the authorized user.

2)  The authorized user will submit a letter granting signature authority to the designated user.  This letter will be held on file at HQ in V:\Digital Signatures\ MoDOT Authority Letters.  An example letter is provided as “Digital Signature QRG3b MoDOT authorized project office example signer list letter” or “Digital Signature QRG3c MoDOT authorized district level example signer list letter”. 
When the “authorized” user is digitally signing:

1)  The image associated with the designated user’s digital ID will be the signature of the authorized user.

Contractors

Each user will create his/her own digital signature using Adobe Acrobat Pro.  This will be done concurrent with the first “signing” of a document.  The user will then forward a copy of the digital signature file to MoDOT Construction and Materials (ReDEV@modot.mo.gov) where it will be stored in:

V:\Digital Signatures\Contractor FDF files 

See the “MoDOT Users” section above for instructions on exporting the FDF file.

The contractor’s submission of the FDF file is to be accompanied by a letter stating that the contractor accepts the prescribed digital signature process in use by MoDOT at the time of the submission.  A template of this letter is provided as “Digital Signature QRG3a Contractor example signer list letter”.
PFX Files

Folders are also provided for PFX files however the PFX file is not required, except for MoDOT personnel.  To submit the PFX file the simplest process is to Search the C:\ drive for *.PFX.  Once the file is found, it can be attached to an e-mail and submitted to HQ, by sending the e-mail ReDEV@modot.mo.gov.

These files allow the user to record their digital ID if it is lost in a computer upgrade or other failure.  The file is password protected and cannot be used by any other user.
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